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Boeing 787: 6.5 million lines of code 

Modern Car: > 20 million lines of code 
 Air-bag system 

 Adaptive cruise-control 

 Anti-lock brakes 

 Automatic transmission 

 Alarm system 

 Climate control 

 Collision-avoidance system 

 Power steering 

 Engine control 

 … 

Car Runs on Code 
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Connectivity & Data 
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As of July 2015: 1.4 million vehicles recalled 

Fiat Chrysler Jeep Hack 
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Heartbleed Bug 
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 The Heartbleed Bug is a serious vulnerability in the 
popular OpenSSL cryptographic software library 

 The bug was a missing bounds check before a call to 
memcpy() that uses non-sanitized user input as the 
length parameter. An attacker can trick OpenSSL into 
allocating a 64KB buffer, copy more bytes than is 
necessary into the buffer, send that buffer back, and 
thus leak the contents of the victim's memory, 64KB 
at a time 



Distributed Denial of Service (DDoS) attack 

Mirai Source Code 
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 There are databases that track the security 
vulnerabilities and exposures. For many years now, 
all recorded exploits and vulnerabilities have been 
captured in a variety of databases, including: 
 CVE – Common Vulnerabilities & Exposures 

(cve.mitre.org) 

 OSVDB – Open Source Vulnerability Database 
(osvdb.org) 

 SANS Institute - SysAdmin, Audit, Network, Security 
(www.sans.org) 

 OWASP - Open Web Application Security Project 
(www.owasp.org) 

 

Tracking Security Vulnerabilities 
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By analyzing the specific vulnerabilities and 
exploitations in the previous set of databases, it has 
been possible to trace these to common weaknesses 
in code and/or applications 

CWE (http://cwe.mitre.org), targeted to developers 
and security practitioners, is a formal list of software 
weaknesses that: 
 Serves as a common language for describing software 

security weaknesses in architecture, design, or code 

 Serves as a measuring stick for software security tools 
targeting these weaknesses 

 Provides a common baseline definition for weakness 
identification, mitigation, and prevention efforts 

 

Common Weakness Enumeration - CWETM 
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http://cwe.mitre.org/


Computer Emergency Readiness Team 

CERT 
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Validate Inputs 
 Validate input from all untrusted data sources. Proper input 

validation can eliminate the vast majority of software 
vulnerabilities. Be suspicious of most external data 
sources, including command line arguments, network 
interfaces, environmental variables, and user controlled 
files [Seacord 05] 

Heed compiler warnings 
 Compile code using the highest warning level available for 

your compiler and eliminate warnings by modifying the 
code [C MSC00-A, C++ MSC00-A]. Use static and 
dynamic analysis tools to detect and eliminate additional 
security flaws 

Top 10 Secure Coding Practices 
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https://www.securecoding.cert.org/confluence/display/seccode/BB.+DefinitionsBB.Definitions-vulnerability
https://www.securecoding.cert.org/confluence/display/seccode/MSC00-C.+Compile+cleanly+at+high+warning+levels
https://www.securecoding.cert.org/confluence/display/seccode/MSC00-C.+Compile+cleanly+at+high+warning+levels
https://www.securecoding.cert.org/confluence/display/seccode/MSC00-C.+Compile+cleanly+at+high+warning+levels
https://www.securecoding.cert.org/confluence/display/cplusplus/VOID+Compile+cleanly+at+high+warning+levels
https://www.securecoding.cert.org/confluence/display/cplusplus/VOID+Compile+cleanly+at+high+warning+levels
https://www.securecoding.cert.org/confluence/display/cplusplus/VOID+Compile+cleanly+at+high+warning+levels
https://www.securecoding.cert.org/


Architect and design for security policies 
 Create a software architecture and design your software 

to implement and enforce security policies. For example, if 
your system requires different privileges at different times, 
consider dividing the system into distinct 
intercommunicating subsystems, each with an appropriate 
privilege set 

Keep it simple 
 Keep the design as simple and small as possible [Saltzer 

74, Saltzer 75]. Complex designs increase the likelihood 
that errors will be made in their implementation, 
configuration, and use. Additionally, the effort required to 
achieve an appropriate level of assurance increases 
dramatically as security mechanisms become more 
complex 

Top 10 Secure Coding Practices 
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Default deny 
 Base access decisions on permission rather than 

exclusion. This means that, by default, access is denied 
and the protection scheme identifies conditions under 
which access is permitted [Saltzer 74, Saltzer 75] 

Adhere to the principle of least privilege 
 Every process should execute with the least set of 

privileges necessary to complete the job. Any elevated 
permission should be held for a minimum time. This 
approach reduces the opportunities an attacker has to 
execute arbitrary code with elevated privileges [Saltzer 74, 
Saltzer 75] 

Top 10 Secure Coding Practices 
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Sanitize data sent to other systems 
 Sanitize all data passed to complex subsystems [C 

STR02-A] such as command shells, relational databases, 
and commercial off-the-shelf (COTS) components. 
Attackers may be able to invoke unused functionality in 
these components through the use of SQL, command, or 
other injection attacks. This is not necessarily an input 
validation problem because the complex subsystem being 
invoked does not understand the context in which the call 
is made. Because the calling process understands the 
context, it is responsible for sanitizing the data before 
invoking the subsystem 

Top 10 Secure Coding Practices 
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https://www.securecoding.cert.org/confluence/display/seccode/STR02-C.+Sanitize+data+passed+to+complex+subsystems
https://www.securecoding.cert.org/confluence/display/seccode/STR02-C.+Sanitize+data+passed+to+complex+subsystems
https://www.securecoding.cert.org/confluence/display/seccode/STR02-C.+Sanitize+data+passed+to+complex+subsystems
https://www.securecoding.cert.org/confluence/display/seccode/STR02-C.+Sanitize+data+passed+to+complex+subsystems


Practice defence in depth 
 Manage risk with multiple defensive strategies, so that if 

one layer of defence turns out to be inadequate, another 
layer of defence can prevent a security flaw from 
becoming an exploitable vulnerability and/or limit the 
consequences of a successful exploit 

 For example, combining secure programming techniques 
with secure runtime environments should reduce the 
likelihood that vulnerabilities remaining in the code at 
deployment time can be exploited in the operational 
environment [Seacord 05] 

Top 10 Secure Coding Practices 
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Use effective quality assurance techniques 
 Good quality assurance techniques can be effective in 

identifying and eliminating vulnerabilities. Fuzz testing, 
penetration testing, and source code audits should all be 
incorporated as part of an effective quality assurance 
program. Independent security reviews can lead to more 
secure systems. External reviewers bring an independent 
perspective; for example, in identifying and correcting 
invalid assumptions [Seacord 05] 

Adopt a secure coding standard 
 Develop and/or apply a secure coding standard for your 

target development language and platform 

Top 10 Secure Coding Practices 
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CERT® C Coding Standard, 
Second Edition 

 98 Rules for developing 
safe, reliable and secure 
systems 

By Robert C. Seacord 

The CERT® C Coding Standard 
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 In 2013, ISO/IEC JTC1/SC22/WG14, the ISO body 
responsible for the C language, released ISO/IEC 
TS 17961:2013 – “C Secure” 

 
 This is a “Technical Specification” (not an ISO Standard) 

 It was published to help counter some of the common 
causes of security failures found within C code 

 One of the original proposals was to adopt CERT C, but 
the final document was much more concise 

 Contains 46 “rules” 

 Strong focus on inappropriate usage of the C Standard 
Library 

ISO/TEC 17961:2013 
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 There is a common misconception that MISRA is just 
for safety-related not for security-related projects 

 In April 2016, MISRA released MISRA C:2012 – 
Addendum 2: Coverage of MISRA C:2012 against 
ISO/IEC TS 17961:2013 “C secure coding rules” 

 It shows which of the 46 C Secure rules are covered 
by the MISRA C:2012 guidelines 

 There are no additional guidelines within the 
document – just tables to identify which of the 
existing guideline(s) cover the issues related to each 
C Secure rule 

MISRA C:2012 Addendum 2 
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MISRA C:2012 Amendment 1 

Additional security guidelines for MISRA C:2012 

 Includes 14 additional guidelines, to improve the 
coverage of the security concerns highlighted by the 
ISO C Secure Guidelines, particularly in the use of 
"untrustworthy data“ 

  

 MISRA safe and secure 
 

MISRA C:2012 Amendment 1 
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 Following the “Top 10 Secure Coding Practices” will 
mean adding additional “defensive” software 

But there is a need to test that this “defensive” 
software works 

However, how do we know when we have done 
enough testing? 

Test 
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Depending on the ASIL of the project, there are 
different types of Structural Coverage that need to be 
achieved, for example for ASIL D: 
 Statement coverage 

 Branch decision coverage 

 Modified Condition / Decision Coverage (MC/DC) 

Structural Coverage 
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Structural Coverage can be measured via: 
 

 Dynamic Analysis, also known as System testing, is 
where the program is executed and exercised in the usual 
way. As the code executes, the structural coverage is 
captured. Due to defensive programming, it is generally 
impossible to get 100% coverage. (Method recommended 
in the Top 10 Secure Coding Practices) 

 

 Unit Testing is taking the code out of its usual context 
and creating a harness to call it with specific inputs and 
then verifying the outputs are as expected. As the code 
executes, the structural coverage can be captured. Unit 
testing is often used to obtain coverage for the parts not 
exercised by the dynamic analysis 

Measurement Methods 
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Dynamic Analysis 
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Unit testing can complement the coverage 

Unit Testing 
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Fuzz Testing 
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